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Programmatic Advertising Ecosystem

Agencies Agency DsP Exch o MdNetworks === ~ Sharing Data/
f \ / Trading Desks \ " ‘f - \ YA )( )' Nomonul 0 g|e S:«:u:l To:ﬂi
WPP B XAXIS m ® ,‘A;,::_ ' amazon Aol '

Uno-‘n ne
OlnloomGroLy Q . Pssaaas | 1555 Lm\r CPIG NoE>
; - ' @ Add This !

UBLCHS VIVAN '.,f =0,

TURN Dala\u a Facebook eowz : g L0 e hnedy
i € EftcientFrontier. tUnE GIGYA

U B q € = Ay, baﬂc
G " thelradeDesk | < m ‘-~ Video/Rich Media == == -

dentsu =amnet Chongo: Sempifi [Z2]  “OpenX 3“ -T:f;? X o Al
acoordantn PLY ..,....;,..- ' ¢ ‘-' ; (% s
MERKLE IMPAQT: - - @mon  Vertical / Custom MO8
MDC X Partnors —f 4G VARIOOE DA 'w,_-__j ,,,_/.N f;_-f_: @ %

J Croative ‘ Media Planning ’ DMPs and Data e Noor- 2 L.. - Pu‘rblll(hov N
R s o~ ( oonmuahon \ 4 and Attribytion _ f/_AQorogators N\ s Peopte o R o a) - ... Tools L
& . . .
rormi B o) (©0ickat [ 1| /77 Targeted Networks 1 AMPE ) mam S
f} duppen  KExtont : ak) Demde ~ POkt = 7 interchew Bective AOCKLY |
P a4 s ;. PARIO _ Taykey | ¥hauny | o komoons sOUTH
Struq, /MIXPO @ Homoosees o : Sollhes. .\ 4 U
" ntcast ’ = O resonate | fAcs &bt s
Qseonceces = G derux Ml true © med T D
PE promote e il . ranmn's . 12 1 E
o o bize  LOTANE B 81 s 360 ¢ g '."'ual‘{,’ s H M
A Ready | Joviansiii, O8tANTCS RORoes TN arockertos = _w..._,
. . : Ra 5 b i " E
0 renveseeance 1[I0 o - i m m‘Podormanco et \ | nbSe E
= Tog Mgmt S o, Lo MATOMY P | \Goviyaizas i‘ ) R
(— Reurge!mg = DMBHCHS& hten :}"\n “ v ,:,“ -
n\ MAGKE + ( “J - 2 9 Km\(w; m . o Mﬁw:‘ Ad Servers R
W'QQ‘I 5¢C DFT"BN B i ., e YeOu phg sa MARCHEX "" ".' g . . ‘
b S e an Wrpiin | o teding o Nl | Q20T e
" redofLTET ) Measurement Data Suppliers . % Wectabar Lo

¥ Experias

pm) \BPHoHics Vot onre—o (Bph--k
) |oadgear

Verification /| ~, [ ~ansrns rt Mobile

Privacy \ T ey vica sl Qunhu boord, .
')\, a OSTERY c . ok T eeereie > ‘) Avmpeapl TS A M -----
A Integral : (535 5e00ee ! Linmoss Sieees )\ adzerk O )
e
- m WUST mETENCY ¢ ence r— Media Mgmt Systems and Operations =========\
1 (T xppst] [oner e RS ": operative.  telmar -'_Jub > theorem
rivacy "‘mm) hﬂ,o (e (o =R TRASF10 BIENIC Srei | < pre S\‘;A;._lj

@Jiscovery

PRIVILEGED AND CONFIDENTIAL



Cookies/Tracking-Consents: '_,Prior to GDPR

* EU “Cookies Directive” was a 2011 amendment to the ePrivacy
Directive

EU Cookies Directive

* Required consent for cookies and other online tracking technologies
(cookies, pixels, web beacons, SDKs, etc.)

* However, “implied consent” was generally accepted as adequate
* This was accomplished through “cookie banners” that essentially
said that by continuing to use a service you are agreeing to being
tracked
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Cookies/Tracking'Consénts:' ’__After GDPR
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In 2018, unclear how prescriptive GDPR rules for getting “consent” to data processing
impacted ePrivacy Directive rules on cookies/trackers

* ePrivacy Regulation did not come to fruition to clarify things....

* So, market practice generally continued unchanged with implied consent “cookie
banners” until well into 2019 =» when various EU data protection regulators issued
guidance tracking consent + important top EU court decision

Court decisions and regulatory guidance have continued to evolve in the EU on the legal
requirements for the use of cookies and “similar technologies,” but now clearly the law
that:
* With some exceptions, GDPR-sufficient consent (express, opt-in consent) is
required for the use of any “non-essential” tracking technologies

Consent requirement applies to all tracking technologies — cookies, pixels, web beacons,

SDKs or other “similar technologies” (defined as “any technology that stores or accesses
information on a user’s device” including device fingerprinting, local storage, etc.)
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ePrivacy Directive vs. GDPR
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*“Cookie” consent rules apply to any storage of
information on or collection of information from, user
devices

*Applies beyond personal data

*Applies regardless of data controller/processor roles
*Exceptions apply:

* Transmission of communications

* Essential for services users have specifically
requested

PRIVILEGED AND CONFIDENTIAL

*Applies to personal data

*Requirements apply to data controllers and data
processors

e Data controllers bear primary legal responsibility

*Imposes strict legal requirements for obtaining
consent (including consent under ePrivacy Directive)
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GDPR

Cookies/Tracking-Consents: Scope of Consent - s g =
o : : '.o X v'.,'.‘ . : . - ***

Scope of Consent Requirement: Regulators have made clear that the opt-in consent requirement extends to all types of
tracking technologies used for any purpose, with the only exceptions being:

» “Strictly Necessary” (a/k/a “Essential”) trackers*: EU regulators have defined “essential” trackers very
narrowly — only those trackers strictly necessary to effectuate the basic functions and security of a service
(e.g. shopping cart)

e 15t Party basic analytics (law is mixed): EU regulators are split on this topic — some regulators have said
that you need GDPR-level consent for even basic measurement & performance analytics, whereas others
have said you can default these trackers “on” — some regulators have changed their own previous guidance
on this in the past 12 months, so it is an evolving issue

Tracking for any other purpose, including but not limited to advertising/marketing, ad measurement, and content
personalization requires express, opt-in consent of the user.
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Ad Tracking & 'Target.ing-*'Cons,ent: CMPS

To collect and honor the consents needed for online tracking and targeting under European law, publishers on web &
mobile typically use a Consent Management Platform (CMP) tool which generally involves 2 components:

Cookie/tracker Banner (pop-up)

Cookie/tracker “Privacy Preference Center” (where users can exercise more granular choice)

1) Banner :

PRIVILEGED AND CONFIDENTIAL

Users can either “Accept” to
clear the banner, OR they can
click on “More Settings” to get
to the

Privacy Preference Center (next
slide)
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Ad Tracking & Targ-e'ting.,-Consent:. C_I\/IP,

2) Privacy Preference Center:
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IAB Transparency & Consent Framework (IAB TCH). i~

* The IAB (Internet Advertising Bureau) = advertising / ad tech industry
association that created an industry self-regulatory framework (Transparency
& Consent Framework (TCF)) for compliance with the cookie/tracking consent
rules in Europe

* |1AB TCF principally set up to address consents for programmatic advertising
Q . .
oy TI‘CI nspo re ncy and all the ecosystem players collecting and/or processing user personal data

in connection with the RTB process
and Consent

9
Ia b E’ F ramewo I'I( * 1AB TCF sets out specific set of consents for that must be gathered for 3" party
trackers and downstream processing of user personal data + tech specs for

passing consent “strings” downstream to IAB TCF members

uro

Belgian DPA recently issued a decision finding certain
aspects of the IAB TCF to be a violation of GDPR
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CMPs not yet widely implemented in CTV environment
Off-the-shelf CMP products had not been available until fairly recently for CTV
UX more challenging with remote control navigation

Example: TVN Player (Poland)

We Care About Your Privacy Mobile Trackers CONTENT PERSONALISATION

:Ne ankd o partnerskuste ‘hra!Cke'S and pfoiess Un'gL:e '?:m'f'ers andlbrtoxgstu)nlg dai; Sy Analytic cookies (and similar technologies) allow us to measure how many
SINASROTSPD ROt 0 DS DS IIPIOVE WiB LK D1 TMe PUIPOSSS IS0 DEXW. 1o e bl people have visited our services and which pages and videos are visited
and our partners may process your personal data based on your consent and our g 3 :

most frequently. These cookies also allow us to monitor service

legitimate interests. For more detailed information about the trackers, how we and . o ¢ h dh hiime it takes T
our partners use your personal data and to manage your preferences click on “More More Choices ANALYTICS performance, such as error messages and how much time it takes for pages
and videos to load. This information allows us to ensure our services are

Choices."” By clicking on “I Accept” you agree to the use of trackers and the Lo s )
processing of your personal data while using our app. You can withdraw your List of IAB Framework functioning properly and are prowdlng the best experience for our users. YOU
consent or object to the processing of your personal data at any time by revisiting Participants CONTENT PERSONALISATION can choose whether to allow the setting of these cookies with the “Analytics"
our preference center available through our Cookie Policy. toggle above.

We and our partners may process personal data to: ADVERTISING Consent O

Use precise geolocation data. Actively scan device characteristics for identification.
Store and/or access information on a device. Create a personalised content profile.
Select basic ads. Select personalised content. Measure content performance. Create
a personalised ads profile. Select personalised ads. Measure ad performance. Apply
market research to generate audience insights. Develop and improve products.

Sub-Categories
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Ad Tracking & 'Tar-get_in'gf.Cons,eht: beTV

* CMPs not yet widely implemented in HbbTV environment

» Off-the-shelf CMP products just starting to come to market

* As with CTV apps generally, UX more challenging with remote control navigation

Example: RTL (Germany)
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Datenschutzeinstellungen

Analyse, Empfehlung & Optimierung
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